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Open Ports

Ports

CRISTIF

TCP Ports

TrojanServiceProcess Command LineProcess

ID

ProcessDescriptionPort TypePort

NoC:\WINDOWS\system32\svchost.exe -k RPCSS728svchost.exeDCE endpoint resolutionTCP135

No4NetBIOS Session ServiceTCP139

No4SystemMicrosoft-DS Active Directory,

Windows shares

TCP445

No"C:\Program Files (x86)\VMware\VMware Player\vmware-authd.exe"1364vmware-authd.exeVMware Authentication, If this service

is not installed beware could be

trojan: Net-Devil, Pest

TCP902

NoHTTP (Hyper Text

Transfer Protocol)

"C:\Program Files (x86)\CodeMeter\Runtime\bin\CodeMeter.exe"2380CodeMeter.exeCodeMeter, WIBU-SYSTEMS AG

Software protection system

TCP22350

UDP Ports

TrojanServiceProcess Command LineProcess

ID

ProcessDescriptionPort TypePort

NoC:\WINDOWS\System32\svchost.exe -k LocalServiceNetworkRestricted848svchost.exeBootstrap Protocol (BOOTP) Client;

also used by Dynamic Host

Configuration Protocol (DHCP)

UDP68

No4SystemNetBIOS Name ServiceUDP137

No4NetBIOS Datagram ServiceUDP138

No3248Microsoft SSDP Enables discovery of

UPnP devices

UDP1900

NoC:\WINDOWS\system32\svchost.exe -k LocalService928svchost.exeWeb Services Dynamic Discovery

(WS-Discovery), used by various

components of Windows Vista

UDP3702

No1700Multicast DNS (MDNS)UDP5353

NoC:\WINDOWS\system32\svchost.exe -k NetworkService656svchost.exeLLMNR - Link-Local Multicast Name

Resolution

UDP5355

No"C:\Program Files (x86)\CodeMeter\Runtime\bin\CodeMeter.exe"2380CodeMeter.exeCodeMeter, WIBU-SYSTEMS AG

Software protection system

UDP22350
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